IPvh vs IPvé

Networking Basics - Pocket Guide
IPvY ve IPv6 Made Easy

Old address vs new address

IPvy IPv6
- Four numbers - Letters and numbers
. Separa’red by dots . Separcﬂ'ed by colons
- 32 bits - 128 bits
- Old and everywhere - New and fui'ure-ready

Understand the difference in simpLe words.
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IPvh vs IPvb

What ic an IP address?

An IP address is the label that tells the internet where to deliver
sornefhing. It works exacﬂy like a house address in a ci+y.

Key Points:

- Every device on a network needs one

» It must be unique on that network

- Without one, a device is connected but unreachable
- IPvl and IPvé are two ways of writing it

- Both do the identical job

No address on the ga‘l‘e means no deLivery.
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What ic TPvy?

IPvh means Internet Protocol version 4. It is the most common #ype of IP
address used on networks and the internet 1'oday.

Key Pointe:

- IPv4 uses 32 bits

- Written in four parts

- Parts are separated by dots

- Each part is called an octet

- Each octet can be from 0 to 255

Example:

19218110

1st Octet 2nd Octet 3rd Octet 4th Octet
(0-255) (0-255) (0-255) (0-255)

IPv4 is four numbers separcﬂ‘ed by dots.
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UWhat i¢ IPV5?

IPv6 means Internet Protocol version 6. It is the newer version, created
to provide far more addresses than IPv4 could.

Key Pointe:

- IPv6 uses 128 bits

- Written in hexadecimal format

- Parts are separated by colons

» Supports a huge number of devices
- Solves the IPv4 address shortage

Example:

2.0010db8:85 a3:0000:-

O000-8a2e:0370:7334

IPvé gives the internet a much bigger address space.
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The Dovble Colon

Why IPvé6 addresses Look shorter than Jrhr::y are

[hree rules:

1. Characters are 0-9 and a-f. That is all hexadecimal means.
2 Leading 2eros in a group can be dropped: 0db8 becomes db8.
3. ONE run of all-zero groups colLapses to a double colon.

2001dp8.85 038023707334

Nothing is removed. The zeros are still there, just not

typed.
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IPvY and IPvé Format

IPvq Format IPv6 Format
- Uses numbers only - Uses numbers and letters
- Usesdots (.) - Uses colons (:)
- Has 4 parts - Has 8 hex groups
- Each part: 0 to 255 - Much longer
- Short and simple - Compressed with ::

IPvy uses dots. IPvé uses colons.
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IPvYq ve TPv6

————————
Feature IPvY IPvé
Full form IP version 4 IP version 6
B
| I | |
Size 32-bit 128-bit
Format Decimal Hexadecimal
Separator Dot (.) Colon (:)
ExumpLe 192.168.11 2001:db8::1
Address space Smaller Very Lurge
Status Common Fu+ure—reudy
I s s a

IPvh is common. IPvé is modern and scalable.
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Why was IPv6 needed?

IPv4 has limited address space. As the number of devices grew, more
addresses were needed than it could ever produce.

Reaconcs:

1. More phones, laptops and smart devices
2. Growth of internet users worldwide

3. Only about 4.3 billion IPv4 addresses exist
4. Those addresses ran out years ago

5. Room needed for future expansion

32bits - 1evy  [ITTTTTTT]] w3 billion
128 bits - 1Pve (71T TTITIITL 340 undecillion

IPvé was created because the internet needed more
addresses.

it

guICk SUPF NELWOrK ;
' qwcksurfnemork.com
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A Simple Analogy

Think of IP addresses like house numbers

IPv IPvs
- Like a small fown - Like a vast cify
- Limited house numbers - Almost unlimited numbers
. Every pLo1' taken - Room for everyone
. Neighbours must share one . Every device ge1‘s its own
number
ooo
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Emuﬂ. Town (Limi’re?)” Big City (Unlimited) a

IPvé gives enough addresses for the growing internet.

guick SUFF NECWOTK ; :
| qwcksurfne#work.com



IPvh vs IPvb

[hree Honect Corrections

What IPvé6 does NOT do
1. It will not make your internet faster

Speed comes from your line, your provider and your WiFi. Not from
address notation.

2. It is not aatamat:'ca//ﬁ more secure

Every device ge1‘s a real address, so a correc’rLy conﬁgured firewall
matters MORE, not less.

3. IPv4 i¢ not cwitching off
There is no deadline. Both run fogefher, which is called dual-stack.
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Where are they veed?

IPvY i¢ used:

- In most websites
- In home networks

- In older sys1‘ems
- In almost all routers 1'oduy

IPv6 i¢ used:

TV i : Camera

Car

IPv4 is used now. IPvé is used more every year.
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The Real Problem

Cameras work at home but not from outside?

Because IPvY addresses ran out, many providers now share one pubLic
address between many customers. There is no unique door poini‘ing at
your buiLding.

[he fixes:

- A dedicated pubLic address from your provider
- |Pvé, where your provider suppori's it
- A VPN back into the site - often the best answer

Itisan addressing probLem, not a camera fault.
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Quick Revicion

IPv4 means Internet Protocol version 4
IPv6 means Internet Protocol version 6
IPV4 uses 32 bits, IPvé uses 128 bits
IPvt format: 192.168.1.1

IPv6 format: 2001:db8::1

IPvh uses dots, IPv6 uses colons

IPV4 address space is smaller

IPvé address space is very large

IPv6 is NOT faster than IPv4

IPv6 is NOT aui'oma’rically more secure
IPV4 is not being switched off
Most networks run both at once

IPvY is the old common sys1‘em. IPv6 is the new
expanded one.
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Pocket Guide - Quick Surf Network

Need help with your network?

We design, suppLy, conﬁgure and manage networks across Dubai and the
UAE - managed WiFi, network desi gn, CCTV, cybersecurii'y and smart
automation.

[alk To an engineer:

- quicksurfnetwork.com

- infoequicksurfnetwork.com

- #9314 288 2335

- Suite 115, Al Makateb Building, Port Saeed, Deira, Dubai

More free pocke1' guides at quicksurfne’rwork.com
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