VLANs - Trunk vs Access

Ne’rworking Basics - Pocket Guide

VIANe Made Easy

Trunk vs Access, Jrcagged VS un’ragged

Accese Port [runk Port
- Faces a device - Faces another switch
- Carries ONE VLAN - Carries MANY VLANs
- Sends pl.ain traffic - Sends 1'agged traffic
- No 1'09 on the wire - A label on each frame

One cable. Several separafe networks. Here is how.
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VLANs - Trunk vs Access

Uhat ic a ‘/[A/V7

A VLAN spLH‘s one physicaL network into several separai‘e ones. The
cables do not change - onLy the rules about who may talk to whom.

/( ey P oIn f(’:

- VLAN means Virtual Local Area Network

- Devices in different VLANs cannot see each other

- One cable can carry many VLANs at once

- Each VLAN has an ID number from 1 to 4094

- It needs a managed switch - not an unmanaged one

Think of one buiLding divided into separai'e floors.
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VLANs - Trunk vs Access

Why bother?

On a flat network every device can reach every other device. That means
the least proi‘ed‘ed fhing you own sets the securi‘l‘y level for every1'hing
else.

What VIANs give you:

1. Cameras and loT kept away from your files
2. Guest WiFi that cannot reach the office

3. Less broadcast noise on every device

4. Problems contained to one seqment

5. Rules you can actually write and audit

A guesi' in the Lobby should not have a key to every

room.
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VLANs - Trunk vs Access

[he Accecs Port

The port a device plugs into
Key Pointe:

- Belongs to exactly ONE VLAN

- Faces a laptop, camera, printer or phone

- Traffic leaves it UNTAGGED - plain and normal
- The device has no idea a VLAN exists

- Also called an untagged port

An access pori' is a door into one room onLy.
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VLANs - Trunk vs Access

The Trunk Port

The por’r between switches

Key Pointe:

- Carries MANY VLANs down one cable

- Faces another switch, an access point or a firewall
- Traffic leaves it TAGGED so it stays sorted

- Both ends must agree on which VLANs are allowed
- Also called a tagged port

b A frunkis the corridor that connects the floors.

X
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VLANs - Trunk vs Access

How it fite together

TRUNK - all VLANs

‘ MANAGED SWITCH

VLAN 10 PC i VLAN 20 Cam VLAN 30 Guest | VLAN 40 VolP \

Access pori‘s face devices. The trunk carries them all
upsh:irs.
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VLANs - Trunk vs Access

[ag9ged vs (Jntagged

The Jrag is added and removed for you

) DATA *L VLAN 10 DATA —f—*{ DATA j

Lapi'op sends normal traffic Switch adds VLAN #ug Next switch removes it

The 1'ag is four extra by1‘es carrying the VLAN ID. It exists onLy between
switches. No device ever sees it.

Uni'agged for devices. Tagged between switches.
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Accece ve Trunk

VLANs - Trunk vs Access

Feature Access Trunk
Faces A device A switch
VLANs One Hany
” On the wire Untagged Tagged
Pevice aware? No N/A
Typical use Laptop, camera Switch to switch
Other name Untagged port Tagged port
If misconfiqured Wrong network Nothing works

L

Access faces peopl.e. Trunk faces equipmen1‘.
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VLANs - Trunk vs Access

The Mative [/LAN

The one un’ragged lane on a trunk

A trunk may carry one VLAN without a 1'09. That is the native VLAN, and
it is where most VLAN faults come from.

Remember:

- Both ends of the trunk must use the SAME native VLAN
» Mismatch it and two networks quietly merge

- The link sfill shows green - nothing looks broken

- Best practice: use a dedicated unused VLAN for it

- Never leave sensitive traffic on the native VLAN

A native VLAN mismatch looks fine and is not.
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VLANs - Trunk vs Access

A Simple Analogy

Think of a pos’r room

/lc cese Parf

- Hand a letter to one office
- No label needed
. They onLy ge1‘ their own posi‘

. SimpLe and direct

Jrunk Port

- A sack for the whole buiLding
- Every letter gei‘s a label
- Sorted at the far end

- One hrip, many offices

» The label onLy exists while the pos1' is in transit.

X
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VLANs - Trunk vs Access

A @pr'ca/ Plan

What most homes and small offices end up with

Common ([[ANe:

- VLAN 10 - Work laptops and the NAS
- VLAN 20 - Cameras and the NVR

» VLAN 30 - Guest WiFi, infernet only
- VLAN 40 - Phones and VolP

- VLAN 99 - Hanagement for the switches themselves

Start with three. Add more onLy when you need them.
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VLANs - Trunk vs Access

Mictakee e See

1. An unmanaged switch in the middle of a frunk - some pass tags, some
mangle them, none tell you which

2. Forgetting the management VLAN and locking yourself out of the
switch

3. Native VLAN mismatch, which merges two networks silently

4. Forgetting the access point needs a trunk to serve several SSIDs

5. Assuming VLANSs alone are security - the firewall still writes the rules

Plan the way back in before you segmen‘l‘ anyi’hing.
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VLANs - Trunk vs Access

Quick Revicion

VLAN means Virtual Local Area Network
It splits one network into several

Access port = ONE VLAN, faces a device
Trunk port = MANY VLANS, faces a switch
Access traffic is untagged

Trunk traffic is tagged

The tag is 4 bytes carrying the VLAN ID
Devices never see the tag

VLAN IDs run from 1 to 4094

Native VLAN is the untagged lane on a trunk
Both trunk ends must match

You need a managed switch

Un1‘agged for devices. Tagged between switches.
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VLANs - Trunk vs Access

Pocket Guide - Quick Surf Network

Need help with your network?

We design, suppLy, conﬁgure and manage networks across Dubai and the
UAE - managed WiFi, network desi gn, CCTV, cybersecurii'y and smart
automation.

[alk To an engineer:

- quicksurfnetwork.com

- infoequicksurfnetwork.com

- #9314 288 2335

- Suite 115, Al Makateb Building, Port Saeed, Deira, Dubai

More free pocke1' guides at quicksurfne’rwork.com
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